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TOO LONG; DIDN’T READ: FINDING MEANING IN 

PLATFORMS’ TERMS OF SERVICE AGREEMENTS 

Michael Karanicolas* 

It has become something of a common trope to note that online terms of 
service agreements are lengthy, obtuse, and universally ignored by the millions of 
users who bind themselves under these contracts every minute of every day. 
However, the enormous power that a handful of online platforms now wield over 
the global expressive discourse, power which is manifested through interpretations 
of the content standards laid out in these byzantine documents, has led to a 
growing focus on how these rules are set, modified, and interpreted. In the context 
of an ongoing debate around reform proposals to section 230 of the 
Communications Decency Act, this article argues for a model of contractual 
interpretation which limits the scope of protection available to platforms through 
the boilerplate exculpatory clauses in their terms of service agreements. The 
article justifies this position through a comparative analysis of the user agreements 
of the three largest platforms, to demonstrate a widening gap between the structure 
of the content policies and privacy policies on one hand, and the boilerplate terms 
of service on the other, arguing that this structural evolution supports the 
application of theories of contract and pseudo-contract to interpreting the terms 
of service. 
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 “The Bay Area is beautiful this time of year. It doesn’t matter what time of 

year it is, that’s what’s so great! Anyway, you’ll have to sue us here.” 
- Forum selection clause included in Pinterest’s Terms of Service1 
 
When a user signs up to Facebook or Twitter, or browses videos on YouTube, 

the transaction is, essentially, a trade of personal information and the user’s 
attention in exchange for access to and use of the expressive environment provided 
by the platforms.2 Although the medium and goods that are being exchanged are 
relatively novel, the trade in many respects follows a classical contracting structure 
no different from a person buying a ticket to an amusement park. Each party has 
something the other wants, and a promise is made in exchange for valuable 
consideration.3 

However, this relative simplicity is belied by the user agreements which 
underlie these transactions and which ensnare users in a tangled web of waivers, 
forum selection clauses, and disclaimers of liability.4 These agreements, which are 
lengthy and, in many cases, strikingly similar to one another are drafted by the 
companies to make it as difficult as possible for their users to seek legal redress. 
They are, in other words, typical digital terms of service agreements.5 

It has become a common trope to note the near-universal ignorance of 
consumers regarding the conditions that they acquiesce to as part of digital terms 
of service contracts. This includes well-publicized experiments that had users 
agree to give up their soul,6 their first-born son,7 or even claim a large sum of 
money if they bothered to read the document thoroughly.8 However, while the 
byzantine and obtuse nature of platforms’ terms of service agreements has become 

 

 1. PINTEREST, https://policy.pinterest.com/en/terms-of-service [https://perma.cc/2CGU-84CT] 
(last visited Dec. 20, 2019). 

 2. See TIM WU, THE ATTENTION MERCHANTS: THE EPIC SCRAMBLE TO GET INSIDE OUR HEADS 
(2016). 

 3. RESTATEMENT (SECOND) OF CONTRACTS §§ 18, 24, 50 (AM. LAW INST. 1981). Note that, 
although there is no money which changes hands as part of this transaction, the multibillion-dollar 
global market for user data leaves little doubt as to the value of the material being collected by the 
platform. 

 4. See, e.g., Terms of Service, FACEBOOK, https://www.facebook.com/legal/terms [https://pe
rma.cc/RT5H-HGPS] (last visited Dec. 24, 2019). 

 5. Nathan J. Davis, Presumed Assent: The Judicial Acceptance of Clickwrap, 22 BERKELEY 

TECH. L.J. 577, 578 (2007). 

 6. Joe Martin, GameStation:”We Own Your Soul”, BIT-GAMER (Apr. 15, 2010), https://www
.bit-tech.net/news/gaming/2010/04/15/gamestation-we-own-your-soul/1 [https://perma.cc/K6UY-
G6Q9]. 

 7. David Kravets, TOS Agreements Require Giving Up First Born—and Users Gladly Consent, 
ARS TECHNICA (Dec. 7, 2016), https://arstechnica.com/tech-policy/2016/07/nobody-reads-tos-agree
ments-even-ones-that-demand-first-born-as-payment [https://perma.cc/J9U-MK6R]. 

 8. Karl Bode, Game Developer Rewards 100 Users for Actually Reading the EULA, TECHDIRT 
(Nov. 3, 2015), https://www.techdirt.com/articles/20151030/09471032680/game-developer-rewards
-100-users-actually-reading-eula.shtml [https://perma.cc/LRP6-AEXN]. 



4 UNIVERSITY OF TOLEDO LAW REVIEW [Vol. 52 

 
something of a joke,9 the literal life and death consequences10 of the determinations 
which flow from these documents has led to growing focus among policy-makers 
from all corners of the world on the precise letter and interpretation of the terms 
included in these agreements, and particularly on the content moderation 
provisions that are built into them.11 A failure by platforms to crack down on the 
dissemination of rumors and hate can lead to mass deaths.12 An overzealous 
approach to moderating content can adversely impact the expressive rights of 
millions of users, or even destroy evidence of war crimes.13 

The important role that platforms’ content rules play in the global expressive 
discourse is illustrated by the time and energy governments devote to engaging 
with them.14 A number of countries, such as Germany and the United Kingdom, 
have set up their own specialized “referral units” tasked solely with filing 
takedown requests with intermediaries based on claims that particular online 
content, while not illegal, should nonetheless be removed as a terms of service 
violation.15 Partly in response to the growing public focus on content moderation 
policy, the major platforms have devoted increasing resources to clarifying the 
letter and enforcement of these rules.16 

This Article presents an analysis of the user agreements offered by three of 
the world’s most influential platforms, Twitter, Facebook, and YouTube, to argue 
that the evolving dichotomy between dry and lawyerly terms of service and active 

 

 9. See generally, Wes Marfield, Terms and Conditions, NEW YORKER (June 13, 2016), 
https://www.newyorker.com/humor/daily-shouts/terms-and-conditions [https://perma.cc/PW22-
NADU]. 

 10. Charles Hymas, Facebook ‘Founder’ Claims Social Media Site Has Caused ‘Countless 
Deaths’ by Failing to Protect Users, THE TELEGRAPH (Aug. 28, 2018, 10:00 PM), https://www.tele
graph.co.uk/news/2018/08/28/facebook-founder-claims-social-media-site-hascaused-countless/ 
[https://perma.cc/Y9X8-CPZT]. 

 11. See, e.g., Twitter’s user agreement, which “comprises [its] Terms of Service, [its] Privacy 
Policy, the Twitter Rules and Policies, and all incorporated policies,” Twitter Terms of Service, 
TWITTER, https://twitter.com/en/tos [https://perma.cc/GJ2D-ACWF] (last visited Dec. 24, 2019). 

 12. Paul Mozur, A Genocide Incited on Facebook, with Posts from Myanmar’s Military, N. Y. 
TIMES (Oct. 15, 2018), https://www.nytimes.com/2018/10/15/technology/myanmar-facebook-geno
cide.html [https://perma.cc/B3PR-9EPV]. 

 13. Malachy Browne, YouTube Removes Videos Showing Atrocities in Syria, N. Y. TIMES (Aug. 
22, 2017), https://www.nytimes.com/2017/08/22/world/middleeast/syria-youtube-videos-isis.html 
[https://perma.cc/QQF3-XF2N]. 

 14. Content moderation rules, as expressed through the platforms’ terms of service, have been a 
central focus of discussion at meetings of the International Grand Committee on Big Data, Privacy 
and Democracy, an intergovernmental collaboration which includes delegates from the United 
Kingdom, Canada, Singapore, Ireland, Germany, Estonia, Mexico, Morocco, Ecuador, Costa Rica, 
and Saint Lucia. See, House of Commons of Canada, Standing Committee on Access to Information, 
Privacy and Ethics, Evidence, 1st Sess., 42nd Parl., No. 153 (28 May 2019). 

 15. Brian Chang, From Internet Referral Units to International Agreements: Censorship of the 
Internet by the UK and EU, 49 COLUM. HUM. RTS. L. REV. 114 (2018). 

 16. See, e.g., Julia Carrie Wong and Olivia Solon, Facebook Releases Content Moderation 
Guidelines – Rules Long Kept Secret, THE GUARDIAN (Apr. 24, 2018), https://www.theguardian.com
/technology/2018/apr/24/facebook-releases-content-moderation-guidelines-secret-rules 
[https://perma.cc/ED89-EWNJ]. 
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and accessible content moderation and privacy policies supports an interpretive 
approach which limits the scope of protection available to platforms through the 
boilerplate exculpatory clauses in their terms of service agreements.17 

Part I begins by outlining the role of platforms in the global expressive 
ecosystem, as well as the specific role that their terms of service, and the emerging 
body of “platform law” in defining the contours of global speech. Part II provides 
background on contracts of adhesion, and on digital terms of service specifically, 
presenting theories of interpretation which have been developed as a result of the 
incongruity between traditional principles of contract law and the practical manner 
in which modern digital contracts manifest. Part III considers three specific case 
studies, namely the user agreements of Twitter, YouTube, and Facebook, to 
demonstrate a widening gap between the content policy and privacy policy on one 
hand, and the boilerplate terms of service on the other. Part IV argues that this gap 
supports a model of contractual interpretation which grants little weight to the 
boilerplate protections built into platforms’ terms of service agreements, and 
provides additional public policy reasons why legal accountability should be 
defined through an upcoming debate around the scope of intermediary liability. 
Part V concludes. 

I. THE ROLE OF COMMUNITY GUIDELINES IN THE EXPRESSIVE DISCOURSE 

In recent years, much ink has been spilled over the growing importance of 
platforms to the global expressive discourse, from the United States Supreme 
Court’s description of social media as the “modern public square,”18 to the United 
Nations Special Rapporteur on Freedom of Expression’s focus on the significance 
of “platform law.”19 A common thread to these discussions is the massive influence 
of platforms’ decision-making and the lack of transparency or accountability of 
these processes concomitant to their enormous public impact.20 This includes both 
granular deletion and demotion decisions, as well as broader architectural choices 
with regard to how content is managed and presented.21 

As the Internet has increasingly become the primary popular outlet for self-
expression, platforms have assumed a facilitating role between Internet users and 
their speech rights.22 Although private sector entities have always been prominent 
in the traditional media landscape, the online space is distinct since, in contrast to 
previous forms of mass communication, which only facilitated the ability of an 

 

 17. MARGARET JANE RADIN, BOILERPLATE: THE FINE PRINT, VANISHING RIGHTS, AND THE RULE 

OF LAW (2013). 

 18. Packingham v. North Carolina, 137 S. Ct. 1730, 1737 (2017). 

 19. Rep. of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of 
Opinion and Expression, U.N. Doc. A/HRC/38/35 (Apr. 6, 2018). 

 20. See, e.g., DAVID KAYE, SPEECH POLICE: THE GLOBAL STRUGGLE TO GOVERN THE INTERNET 
(2019). 

 21. See generally, JOSÉ VAN DIJCK, MARTIJN DE WAAL, & THOMAS POELL, THE PLATFORM 

SOCIETY: PUBLIC VALUES IN A CONNECTIVE WORLD (2018). 

 22. See generally, DAVID KAYE, SPEECH POLICE: THE GLOBAL STRUGGLE TO GOVERN THE 

INTERNET (2019). 
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influential few to communicate widely, the Internet provides a broad platform to 
every user, with the potential to establish a global audience.23 This grants the 
intermediaries who facilitate this expression an unprecedented influence over 
individuals’ speech and access to information, including not just enabling the 
messaging itself, but also in managing the accessibility of particular content, and 
the broader contours of the permissible discourse.24 With this great power, to quote 
an over-used phrase, comes great responsibility.25 

As the Internet’s relative influence over other forms of communication has 
grown, and as tech companies have expanded their global reach and influence, the 
way online platforms moderate user-submitted content has become a major focus 
of civil society, academic, and governmental attention and advocacy.26 This 
includes concerns surrounding the concentration of power in this commercial 
space, and the enormous influence wielded by a small number of global 
behemoths.27 

Facebook has faced particular scrutiny as a result of its enormous user base,28 
as well as its dominance.29 In many countries, it holds a virtual monopoly over 

 

 23. See, e.g., MICHAEL KARANICOLAS ET AL., RECOMMENDATIONS FOR RESPONSIBLE TECH 26-27 
(2016), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3398591 [https://perma.cc/JB2A-
5NHJ]. 

 24. Id. 

 25. STAN LEE & STEVE DITKO, AMAZING FANTASY NO. 15: SPIDERMAN, p. 13 (1962). 

 26. See, e.g., Javier Pallero, Protecting Free Expression in the Era of Online Content 
Moderation, ACCESSNOW (2019), https://www.accessnow.org/cms/assets/uploads/2019/05/Access
Now-Preliminary-Recommendations-On-Content-Moderation-and-Facebooks-Planned-Oversight-
Board.pdf [https://perma.cc/N8NU-LKSJ]; ACLU Foundation of Northern California et al., The 
Santa Clara Principles On Transparency and Accountability in Content Moderation, SANTA CLARA 

PRINCIPLES, https://santaclaraprinciples.org/ [https://perma.cc/84M7-JLSN] (last visited Sept. 20, 
2020); Jack M. Balkin, Free Speech is a Triangle, 118 COLUM. L. REV. 2011 (2018); Anupam 
Chander, Facebookistan, 190 N.C. L. REV. 1807 (2012); Liat Clark, Facebook and Twitter Must 
Tackle Hate Speech or Face New Laws, WIRED (Dec. 5, 2016), https://www.wired.co.uk/article/us-
tech-giants-must-tackle-hate-speech-or-face-legal-action [https://perma.cc/8RLP-3FQN]. 

 27. Steve Lohr, How Should Big Tech Be Reined In? Here are 4 Prominent Ideas, N.Y. TIMES 
(Aug. 20, 2019), https://www.nytimes.com/2019/08/20/technology/big-tech-reined-in.html [https://
perma.cc/V4S3-6PAH]; Tess Bonn, Overwhelming Majority Say Social Media Companies Have Too 
Much Influence: Poll, THE HILL (Dec. 13, 2019), https://thehill.com/hilltv/rising/474506-overwh
elming-majority-say-social-media-companies-have-too-much-influence [https://perma.cc/K2PV-K
BX9]. 

 28. As of December 31, 2018, Facebook has 2.32 billion monthly active users. Company Info, 
FACEBOOK, https://newsroom.fb.com/company-info/ [https://perma.cc/8TBE-CR47] (last accessed 
May 15, 2021). 

 29. Tristan Greene, Facebook isn’t a Company. It’s a Country That Needs to be Sanctioned, THE 

NEXT WEB (Mar. 20, 2018), https://thenextweb.com/facebook/2018/03/21/facebook-isnt-a-company
-its-a-country-that-needs-to-be-sanctioned/ [https://perma.cc/LX5L-WMSF]; Henry Farrell, 
Margaret Levi & Tim O’Reilly, Mark Zuckerberg Runs a Nation-State, and He’s the King, VOX (Apr. 
10, 2018), https://www.vox.com/the-big-idea/2018/4/9/17214752/zuckerberg-facebook-power-
regulation-data-privacy-control-political-theory-data-breach-king [https://perma.cc/8W7C-ECCT]; 
Timothy Stenovec, Facebook is Now Bigger Than the Largest Country on Earth, HUFFPOST (Jan. 28, 
2015, 4:37 PM), https://www.huffpost.com/entry/facebook-biggest-country_n_6565428 [https://per
ma.cc/8Z5T-FW4E]. 
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online speech with limited recognition that the Internet even exists outside of the 
platform.30 Facebook’s internal content moderation decisions essentially govern 
online speech in countries like Myanmar and Indonesia, giving them a power over 
expression that rivals that of the State, with vastly less public accountability or 
oversight.31 The consequences where the company gets this balancing wrong, or 
neglects to remove problematic content effectively, can be incredibly grave.32 
Although Facebook has the biggest global footprint, similar debates are playing 
out around content moderation approaches at other major tech platforms, 
particularly Twitter and YouTube and, more recently, TikTok.33 

As a consequence of their growing influence, online platforms have been the 
subject of substantial direct regulatory attention with regard to the content they 
host, particularly in the European Union.34 In the United States, there are more 
robust constitutional limits on the scope of speech regulation which may be 
directly imposed by governments.35 However, both in the United States and 
elsewhere, governments have also sought informal ways to remove content hosted 
by third party platforms.36 A number of governments have constituted specialized 
Internet Referral Units (IRUs), such as the European Union Internet Referral Unit 

 

 30. Iris Orriss, The Internet’s Language Barrier, 9 INNOVATIONS: TECH., GOVERNANCE, 
GLOBALIZATION 123, 125 (2014). 

 31. See, e.g., Paul Mozur, A Genocide Incited on Facebook, With Posts From Myanmar’s 
Military, N.Y. TIMES (Oct. 15, 2018), https://www.nytimes.com/2018/10/15/technology/myanmar-
facebook-genocide.html [https://perma.cc/8KY3-WZ2N]; Lauren Etter, What Happens When the 
Government Uses Facebook as a Weapon, BLOOMBERG (Dec. 7, 2017), https://www. 
bloomberg.com/news/features/2017-12-07/how-rodrigo-duterte-turned-facebook-into-a-weapon-
with-a-little-help-from-facebook [https://perma.cc/M8ZQ-V8YV]. 

 32. Id. 

 33. See, e.g., Toxic Twitter - a Toxic Place for Women, AMNESTY INT’L (Dec. 18, 2018), https:
//www.amnesty.org/en/latest/research/2018/03/online-violence-against-women-chapter-1/ 
[https://perma.cc/XMZ2-UCEV]; Julia Carrie Wong, How Facebook and YouTube Help Spread 
Anti-Vaxxer Propaganda, THE GUARDIAN (Feb. 1, 2019), https://www.theguardian.com/media/2019
/feb/01/facebook-youtube-anti-vaccination-misinformation-social-media [https://perma.cc/WD39-
LEVA]; Alex Hern, Revealed: How TikTok Censors Videos That do not Please Beijing, THE 

GUARDIAN (Sept. 25, 2019), https://www.theguardian.com/technology/2019/sep/25/revealed-how-
tiktok-censors-videos-that-do-not-please-beijing [https://perma.cc/2FZ8-JWL2]. 

 34. See, e.g., Gesetz zur Verbesserung der Rechtsdurchsetzung in sozialen Netzwerken 
[Netzwerkdurchsetzungsgesetz—NetzDG] [Network Enforcement Act], Bundesgesetzblatt, Teil I 
[BGBl I] at 3352 (Ger.) (Sept. 1, 2017), https://www.bmjv.de/SharedDocs/Gesetzgebungsverfahren
/Dokumente/NetzDG_engl.pdf [https://perma.cc/W2B8-JWHT]; Loi relative à la lutte contre la 
manipulation de l’information, JO, no. 0297 (Dec. 24, 2019). 

 35. See, e.g., R.A.V. v. City of St. Paul, 505 U.S. 377 (1992); Virginia v. Black, 538 U.S. 343 
(2003); Snyder v. Phelps, 562 U.S. 443 (2011). 

 36. Camile Fischer, Courts to Government Officials: Stop Censoring on Social Media, 
ELECTRONIC FRONTIER FOUND. (May 13, 2019), https://www.eff.org/deeplinks/2019/05/courts-
government-officials-stop-censoring-social-media [https://perma.cc/T8HU-SMRM]; Alex Hern, 
Revealed: How TikTok Censors Videos That do not Please Beijing, THE GUARDIAN (Sept. 25, 2019), 
https://www.theguardian.com/technology/2019/sep/25/revealed-how-tiktok-censors-videos-that-do-
not-please-beijing [https://perma.cc/MA72-VED2]. 
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(EU IRU),37 the United Kingdom’s “Counter Terrorism Internet Referral Unit”,38 
and Germany’s “National Internet Referral Unit”.39 The purpose of these bodies is 
to monitor social media for “terrorist content” and to file requests that it be 
removed, either informally or using the platforms’ own flagging processes.40 These 
agencies target content not on the grounds that it is illegal, but rather by claiming 
that it is a violation of the platforms’ own content rules. In the United States, 
similar traditions go back to 1999, when antiterrorism units of the Federal Bureau 
of Investigation made requests to Internet Service Providers to block particular 
websites as part of their “good corporate citizenship program”.41 

In addition to relatively targeted takedown demands, there has been a parallel 
trend, referred to a “jawboning” or moral suasion.42 This involves pressuring 
platforms, often through informal threats of regulation, to shift their approach to 
content moderation to remove material which a particular government finds 
problematic.43 In other words, rather than initiating a formal takedown process, 
senior officials will loudly complain about a particular type of content, including 
pointing to specific examples, and declare that costly and restrictive laws are being 
considered if the issue is not resolved to the government’s satisfaction. A 
conflation of content moderation challenges with questions around antitrust 
enforcement is a common tactic, since the latter is viewed as an area where 
platforms are particularly vulnerable.44 As part of these discussions, the complexity 
and inaccessibility of platforms’ policies has been a subject of particular 
opprobrium by civil society, academics, and regulators.45 

 

 37. EUROPOL, EU Internet Referral Unit - EU IRU: Monitoring Terrorism Online, 
https://www.europol.europa.eu/about-europol/eu-internet-referal-unit-eu-iru 
[https://perma.cc/L4NX-JFQC] (last visited May 15, 2021). 

 38. Metropolitan Police Removes 250,000 Online Extremist Items, BBC NEWS (Dec. 23, 2016), 
https://www.bbc.com/news/uk-38419969 [https://perma.cc/77PG-PQZ4]. 

 39. Matthias Monroy, German Police Launches “National Internet Referral Unit”, SECURITY 

ARCHITECTURES AND POLICE COLLABORATION IN THE EU (Apr. 24, 2019), https://digit. 
site36.net/2019/04/24/german-police-launches-national-internet-referral-unit/ 
[https://perma.cc/PS2A-WDX8]. 

 40. Brian Chang, From Internet Referral Units to International Agreements: Censorship of the 
Internet by the UK and EU, 49 COLUM. HUM. RTS. L. REV. 114, 122 (2018). 

 41. Seth F. Kreimer, Censorship By Proxy: The First Amendment, Internet Intermediaries, and 
the Problem of the Weakest Link, 155 U. PA. L. REV. 11, 24 (2006). 

 42. Derek E. Bambauer, Against Jawboning, 100 MINN. L. REV. 51 (2015). 

 43. See, e.g., Vera Jourova, the EU Commissioner for Justice, Consumers and Gender Equality, 
who in one interview said that, “If Facebook, YouTube, Twitter and Microsoft want to convince me 
and the ministers that the non-legislative approach can work, they will have to act quickly and make 
a strong effort in the coming months.” Liat Clark, Facebook and Twitter must tackle hate speech or 
face new laws, WIRED (Dec. 5, 2016), https://www.wired.co.uk/article/us-tech-giants-must-tackle-
hate-speech-or-face-legal-action [https://perma.cc/Y9H4-ZL=TLH]. 

 44. Canada, Parliament, House of Commons, Standing Committee on Access to Information, 
Privacy and Ethics, Evidence, 42nd Parl., 1st Sess., No. 153 (May 28, 2019) at 1230. 

 45. See, e.g., MICHAEL KARANICOLAS, STAND UP FOR RIGHTS: RECOMMENDATIONS FOR 

RESPONSIBLE TECH (2016), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3398591; 
Woodrow Hartzog, Website Design as Contract, 60 AM. U. L. REV. 1635 (2011); Gillian Brassil, 
‘You don’t think you’re a monopoly?’ Read Sen. Graham’s Questioning of Facebook CEO Mark 
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Despite the growing focus on the specific wording and application of 

platforms’ terms of use, as well as mounting official calls for accountability around 
the enforcement of these terms, one element of the conversation which has been 
somewhat absent, at least in the United States, has been around the platforms’ own 
contractual relationship with their users. Conversations around improving content 
moderation typically focus on the relationship between the platforms and 
regulatory authorities, with the users themselves reduced to a lessor stakeholder 
which, while on the front lines of moderation decisions, are not assumed to deserve 
any real say in the setting or implementation of these policies.46 This is despite the 
fact that each user has a legal relationship with the platforms that they patronize, 
as governed by the platforms’ terms of service. Although these agreements 
invariably include a content policy, they typically manifest as lengthy contracts of 
adhesion, which also include extensive protections which are designed to strip 
users of any right to recourse.47 

II. TERMS OF SERVICE, HYBRIDWRAP, AND THEORIES OF INTERPRETATION 

a. Contracts of Adhesion 

Although it is tempting to view the propagation of digital terms of service 
agreements as an outgrowth of the digital society, scholarly attention to the 
challenge posed by lengthy contracts of adhesion dates back to at least 1943, when 
Friedrich Kessler noted that the growth of standard form contracts had the potential 
to become “effective instruments in the hands of powerful industrial and 
commercial overlords enabling them to impose a new feudal order of their own 
making upon a vast host of vassals.”48 In 1983, Todd Rakoff argued that contracts 
of adhesion were actually an obstacle to market efficiency, since they prevented 
effective bargaining between customers and vendors, and advocated that 
standardized terms should be considered presumptively unenforceable.49 

While neither of these suggested doctrines were particularly influential 
outside of the academy, Karl Llewellyn’s proposal in 1960, that agreements where 
blanket assent was given should include a presumption that only the “not 

 

Zuckerberg, CNBC (Apr. 10, 2018, 5:03 PM), https://www.cnbc.com/2018/04/10/read-sen-grahams-
blistering-line-of-questioning-for-mark-zuckerberg.html [https://perma.cc/4XJZ-P2LL]. 

 46. See, e.g., Brent Skorup & Jennifer Huddleston, The Erosion of Publisher Liability in 
American Law, Section 230, and the Future of Online Curation, 72 OKLA. L. REV. 635 (2020); Evelyn 
Mary Aswad, The Future of Freedom of Expression Online, 17 DUKE L. & TECH. REV. 26 (2018-
2019); Annemarie Bridy, Remediating Social Media: A Layer-Conscious Approach, 24 B.U. J. SCI. 
& TECH. L. 194193 (2018). 

 47. It is also worth noting that, in the U.S. context, platforms are also immunized from certain 
forms of accountability as a result of section 230 of Communications Decency Act, 47 U.S.C. § 230 
(1996). This is discussed in more detail in Part IV. 

 48. Friedrich Kessler, Contracts of Adhesion— Some Thoughts About Freedom of Contract, 43 
COLUM. L. REV. 629, 640 (1943). 

 49. Todd D. Rakoff, Contracts of Adhesion: An Essay in Reconstruction, 96 HARV. L. REV. 1174 
(1983). 
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unreasonable” terms had been agreed to, had some impact on judicial attitudes 
towards contracts of adhesion.50 In essence, Llewellyn argued in favor of 
differentiating between “the dickered deal,” which included the terms that the 
parties had consciously negotiated over, and the collateral “boiler-plate” text.51 
Llewellyn thought the latter should be accepted only so long as its terms were not 
“indecent.”52 A good representation of this rationale can be found in Tilden Rent-
A-Car Co. v Clendenning, an influential Canadian case decided by the Ontario 
Court of Appeal, which found a strong duty for the commercial entity seeking to 
rely on a contract of adhesion to draw the consumer’s specific attention to 
particular onerous terms.53 

Overall, however, the dominant judicial approach towards contracts of 
adhesion has been heavily tilted towards respecting freedom of contract, including 
a strong emphasis on the parties’ broad duty “to read [a] contract and to learn its 
contents before signing it.”54 This “duty to read” doctrine purports to support 
individual autonomy and the general social interest in providing for reliable 
enforcement of agreements, as well as a general “rule that wherever possible, 
courts should strive to uphold, rather than to defeat, an otherwise binding 
contract.”55 It is also consistent with a standard law and economics perspective, 
which prizes the value of reliability and efficiency in consumer transactions and 
suggests that market forces should incentivize the inclusion of fair terms within 
contracts as rational consumers migrate to the services or vendors which offer the 
best terms.56 

b. Contracts of Adhesion in the Digital Age 

While the tensions between contract theory, as foundationally built around 
ideas like the meeting of the minds, and voluminous contracts of adhesion, which 
consumers nearly universally sign without reading, is not new, the digital age has 
pushed this contradiction to a breaking point. The incongruity should be fairly 
obvious to anyone familiar with the number of contracts which consumers are 
presented with on a near constant basis.57 While a duty to read may seem 
reasonable in principle, it is fundamentally disconnected from the realities of 

 

 50. Brian H. Bix, Boilerplate, Freedom of Contract, and “Democratic Degradation”, 49 TULSA 

L. REV. 501, 504 (2013). 

 51. See generally Bix, supra note 55, at 504, KARL. N. LLEWELLYN, COMMON LAW TRADITION: 
DECIDING APPEALS 370 (1960). 

 52. KARL. N. LLEWELLYN, COMMON LAW TRADITION: DECIDING APPEALS 370 (1960). 

 53. Tilden Rent-a-Car Co v. Clendenning, (1978) 18 O.R. 2d 601 (Can. Ont. CA.). 

 54. Steven W. Feldman, Mutual Assent, Normative Degradation and Mass Market Standard 
Form Contracts – A Two-Part Critique of Boilerplate: The Fine Print, Vanishing Rights and the Rule 
of Law (Part I), 62 CLEV. ST. L. REV. 373, 408 (2014). 

 55. Id. at 425. 

 56. Russell Korobkin, Bounded Rationality, Standard Form Contracts, and Unconscionability, 
70 U. CHI. L. REV. 1203, 1208, 1206, 1216 (2003). 

 57. Aleecia M. McDonald & Lorrie Faith Cranor, The Cost of Reading Privacy Policies, 4 IS 

JLP 543 (2008). 
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modern living due to the sheer volume of contracting text that accompanies nearly 
every transaction. 

A study in 2008 estimated that Americans who read the privacy policies of 
every website they visited would need to devote 244 hours per year, or around 40 
minutes of every day, doing so.58 This estimate does not factor in the additional 
time that it would take to read the agreements associated with every piece of 
software, hardware, or service that a consumer purchased, rented, or used. In other 
words, consumer disengagement with these policies is not merely a matter of 
negligence or disinterest. It would be functionally impossible for most people to 
find the time to properly engage with the substance of the agreements that they are 
required to agree to as the price of living a modern and connected life. Research 
has shown that, consistent with these practical constraints, consumer engagement 
with the contracts that they are presented with is extremely low.59 A study in 2014 
found that only one or two out of every thousand retail software shoppers choose 
to access the license agreement, and most of those who do access it do not spend 
long enough on the agreement to have actually read it.60 

It is further worth noting that these agreements are often written in complex 
and technically sophisticated jargon, making it doubtful that most consumers 
would be able to fully understand the agreements even if they did take the time to 
read through them. With the mass adoption of digital technologies and the spread 
of lengthy boilerplate contracts to apply to even mundane purchases, some 
observers have noted that basic literacy challenges will be a factor preventing 
many consumers from properly engaging with the agreements they are presented 
with.61 

It is difficult to see how consumer choice can incentivize companies to offer 
better terms when most consumers have no idea what these contracts actually 
contain, and many of those who do bother to engage with them are likely unable 
to properly grasp their full implications, given the dense and legalistic way in 
which they are written. Indeed, the fact that users are unwilling or unable to 
effectively engage with the content of digital terms of service agreements 
effectively gives companies license to draft their contracts in maximally favorable 
terms, retaining expansive rights for themselves and imposing strict limits on their 
obligations or liability.62 This represents a market failure because “if buyers do not 
factor contract terms into their purchase decisions, sellers lack incentives to 
provide anything more than the minimally required legal protections.”63 Or, as Ian 

 

 58. Id. at 563. 

 59. Patton Madeleine, How to Protect Users’ Copyright Rights in the Age of Social Media 
Platforms and Their Unread Terms of Service, 53 U.S.F. L. REV. 463, 475-76 (2019). 

 60. Yannis Bakos, Florencia Marotta-Wurgler, & David R. Trossen, Does Anyone Read the Fine 
Print? Consumer Attention to Standard-Form Contracts, 43 J. LEGAL STUD. 1 (2014). 

 61. Alan M. White & Cathy Lesser Mansfield, Literacy and Contract, 13 STAN. L. & POL’Y REV. 
233, 235 (2002). 

 62. Cheryl B. Preston, “Please Note: You Have Waived Everything” Can Notice Redeem Online 
Contracts?, 64 AM. U. L. REV. 535 (2015). 

 63. Yannis Bakos et al, supra note 64, at 2. 
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Ayres and Alan Schwartz succinctly phrased it, “consumers cannot shop 
comparatively for terms of whose existence they are unaware.”64 

c. Clickwrap, Hybridwrap, and Judicial Interpretation 

Despite the growing incongruity between the theoretical foundations of 
contract law and the practical reality of modern digital contracts, judicial attitudes 
towards interpreting whether terms of service are binding continues to revolve 
around how reasonably they were communicated to the user, with a strong 
willingness to infer constructive notice if “‘a reasonably prudent offeree would be 
on inquiry notice of the term at issue.’”65 The specific language here is interesting, 
since it does not seem to address the challenges that modern consumers face, being 
so thoroughly swamped with mountains of terms and conditions that there is a 
widening gap between the terms whose existence they are vaguely aware of and 
those that an average person (or even the Chief Justice of the Supreme Court) might 
reasonably be able to read and engage with.66 

Notwithstanding the fact that it is, for all intents and purposes, impossible for 
a typical consumer to read and understand the volume of terms of service which 
are delivered to them over the course of each day, reasonable notification leads to 
presumptive awareness which generally leads to enforcement of the terms,67 with 
a heavy burden on consumers to demonstrate why they should not be held to the 
terms to which they have “agreed.”68 So long as the terms have been reasonably 
communicated, the duty to read doctrine remains in force.69 

In defining the scope of reasonable notification, there has been a frequent 
judicial distinction between terms presented as “clickwrap,” which require a user 
to actively indicate their assent in some way, and those presented as “browsewrap,” 
which are merely posted but do not require any active measures for users to 
specifically indicate that they have read and understand them.70 Browsewrap terms 
are less likely to be enforced due to the fact that users are given less prominent 
notice of their presence and because clickwrap requires a more active 
manifestation of acceptance, rather than merely continuing to use a website.71 

 

 64. Ian Ayres & Alan Schwartz, The No-Reading Problem in Consumer Contract Law, 66 STAN. 
L. REV. 545, 546 (2014). 

 65. Nicosia v. Amazon.com, Inc., 834 F.3d 220, 236 (2d Cir. 2016) (quoting Schnabel v. 
Trilegiant Corp., 697 F.3d 110, 120 (2d Cir. 2012)). 

 66. Debra Cassens Weiss, Chief Justice Roberts Admits He Doesn’t Read the Computer Fine 
Print, ABA JOURNAL (Oct. 20, 2010, 12:17 PM), http://www.abajournal.com/news/article/chief
_justice_roberts_admits_he_doesnt_read_the_ computer_fine_print/. 

 67. Nancy S. Kim, Clicking and Cringing, 86 OR. L. REV. 797, 800 (2007). 

 68. See, e.g., Burcham v. Expedia, Inc., No. 4:07CV1963 CDP, 2009 WL 586513, 5 (E.D. Mo. 
Mar. 6, 2009). 

 69. Juliet M. Moringiello, Signals, Assent and Internet Contracting, 57 RUTGERS L. REV. 1307, 
1314 (2005). 

 70. Hotels.com, L.P. v. Canales, 195 S.W.3d 147, 154-55 (Tex. App. 2006). 

 71. Allison S. Brehm & Cathy D. Lee, Click Here to Accept the Terms of Service, 31 COMM. 
LAW. 4, 4-5 (2015). 
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For all three major platforms, Facebook, Twitter, and YouTube, their terms 

of service are presented in what has become known as “hybridwrap,” where users 
are presented with a hyperlink to the terms of service upon signing up, though not 
with the full terms of service themselves.72 Although the broader jurisprudence 
around the enforceability of hybridwrap is mixed,73 caselaw related to platforms 
suggests that protections in their terms of service have a strong chance of being 
upheld.74 Courts are also more likely to uphold forum selection or limitations of 
liability clauses where the services offered are “free,” potentially because they see 
these agreements as particularly advantageous for consumers,75 notwithstanding 
the well-documented privacy impacts associated with the multibillion-dollar 
global market for user data.76 

It is worth noting that, at an international level, there are some signs of 
judicial attitudes moving in the opposite direction. A particularly high profile 
example was the Supreme Court of Canada’s decision in Douez v. Facebook, 
which invalidated a forum selection clause contained in the company’s Terms of 
Service, therefore allowing the plaintiff to bring a complaint against alleged 
privacy violations before a British Columbia court.77 A key consideration there 
was the quasi-constitutional nature of the alleged violation, whose enforcement in 
California would likely have been impossible at the time due to the lack of 
comparable protections to those found in Canada’s Privacy Act.78 However, the 
Court also considered “the gross inequality of bargaining power between [the 
Defendant] and Facebook,” as well as the fundamental unfairness of the 
provision.79 

d. Boilerplate and Pseudo-contract 

In recognition of the challenge of contracts of adhesion as exacerbated by the 
digital age, there have been a number of academic theories advanced to help square 
the circle between the traditional requirements for consent and the universal 
ignorance that pervades most modern digital contracts.80 Among the most 
prominent proponents of these ideas has been Margaret Jane Radin, whose 2013 
book Boilerplate: The Fine Print, Vanishing Rights, and the Rule of Law took a 
strong position against the general presumption of validity that applies to standard 

 

 72. Matt Meinel, Requiring Mutual Assent in the 21st Century: How to Modify Wrap Contracts 
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 73. See, e.g., Nicosia v. Amazon.com, 384 F. Supp. 3d 254 (E.D.N.Y. 2019); Meyer v. Kalanick, 
200 F. Supp. 3d 408 (S.D.N.Y. 2016). 

 74. See, e.g., Fteja v. Facebook, Inc., 841 F. Supp. 2d 829 (S.D.N.Y. 2012); Darnaa LLC v. 
Google LLC, 756 F. Appx. 674 (9th Cir. 2018). 

 75. See, e.g., Darnaa LLC v. Google LLC, 756 F. App’x. 674 (9th Cir. 2018). 

 76. John M. Newman, The Myth of Free, 86 GEO. WASH. L. REV. 513, 559 (2018). 

 77. Douez v. Facebook, [2017] S.C.R. 751 (Can.). 

 78. Id. at para. 66, though it is worth noting that California has since enacted its own Consumer 
Privacy Act. 

 79. Id. at para. 76. 

 80. See, e.g., Hartzog, supra note 48. 
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form contracts (or, more precisely, to the voluminous boilerplate contained within 
these contracts), arguing that their widespread adoption and enforcement is 
essentially forcing people to sell off hard won consumer protection standards in 
favor of a privately drafted framework which is vastly more sympathetic to the 
powerful business interests.81 Radin also points to the “sheer ignorance” that 
consumers have in regard to the scope of these terms, arguing that they make a 
mockery of “the traditional notion of a contract, the idea of bargained exchange by 
free choice.”82 Ultimately, Radin argues that, as a matter of interpretation, lengthy 
consumer agreements should be carefully assessed through a framework which 
considers the nature of the rights being impacted by the agreement, the quality of 
consent, and the magnitude of the dissemination of the scheme.83 

A 2019 paper, co-authored by Radin and Robin Bradley Kar, builds further 
on this differentiation, arguing that the lack of any shared meaning between parties 
in boilerplate text means courts that interpreted these “pseudo-contractual” 
provisions as binding on the parties were engaging in a form of contractual 
construction, rather than contractual interpretation.84 Kar and Radin argue that the 
length and complexity of these agreements is a fundamental problem, which 
functionally precludes the arrival at any meaningful shared textual meaning, since 
the consumer’s understanding of the transaction will necessarily be limited to the 
exchange that lies at its core.85 An average consumer will understand, in basic 
terms, what they are giving up (monetary price or personal information) and what 
they are getting in return (the product). As a consequence, Kar and Radin argue 
that courts should limit their recognition to these fundamental terms, in order to 
more accurately reflect the actual shared understanding of the parties to the 
transaction and to disincentivize the use of excessive and voluminous boilerplate 
text.86 

This approach has not been without its critics. In reviewing Radin’s 2013 
book, Brian Bix lamented that, for all the problems with enforcing boilerplate 
language, he did not see any practical alternatives, and suspected that greater 
efforts to bring terms to the attention of consumers would only lead to frustrating 
delays, if they had any impact at all.87 Omri Ben-Shahar, in his article Regulation 
through Boilerplate: An Apologia, makes a number of claims against Radin, 
including a similar question of whether more meaningful models of consent 
actually exist, pointing out that even in a medical context with its higher standard 
of “informed consent,” patients often fail to fully understand what they are told 

 

 81. See generally MARGARET JANE RADIN, BOILERPLATE: THE FINE PRINT, VANISHING RIGHTS, 
AND THE RULE OF LAW (2013). 

 82. Id. at 12,14. 

 83. Id. 

 84. Kar & Radin, supra note 55, at 1155. 

 85. Id. at 1163. 

 86. Id. at 1178-79. 

 87. Bix, supra note 55, at 507. 
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“when a true understanding of the decision requires experience, background 
knowledge, intuition, and technical mastery, which only experts have.”88 

While Radin’s detractors, for the most part, acknowledge that she has 
identified a real concern,89 they are typically skeptical of the distinction she 
advocates, noting challenges in differentiating the boilerplate language from the 
core contractual provisions and in measuring the degrees of assent offered to 
different clauses. These “assimilationist” perspectives, as Kar and Radin dub 
them,90 argue that there is no practical alternative to considering the contract as a 
single document, and that an approach which seeks to create this distinction will 
not actually provide any further clarity as to the contractual intent of the parties.91 
However, and as the next section indicates, over the past few years some of the 
biggest tech companies in the world have quietly drifted into the middle of this 
debate, providing an illustration of both the gap between what is and what is not 
boilerplate and how a differentiation between “contract” and “pseudo-contract” 
might, at least in certain cases, be relatively straightforward to implement. 

III. CASE STUDIES: FACEBOOK, TWITTER AND YOUTUBE 

a. Facebook 

Facebook’s user agreement consists of its Terms of Service, Community 
Standards, and a Data Policy, all three of which are linked from a consolidated 
“Facebook Terms and Policies” web page.92 The Terms of Service begins with 
what is essentially an expression of the company’s values, and a broad summary 
describing how the service works, the data it collects, and how it is utilized: 

We don’t charge you to use Facebook or the other products and services covered by 

these Terms. Instead, businesses and organizations pay us to show you ads for their 

products and services. By using our Products, you agree that we can show you ads 

that we think will be relevant to you and your interests. We use your personal data to 

help determine which ads to show you. 93 

The early paragraphs of the agreement also include a summary of their approach 
to content moderation: 

 

 88. Omri Ben-Shahar, Regulation Through Boilerplate: An Apologia, 112 MICH. L. REV. 883, 
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(2018). 

 90. Kar & Radin, Pseudo-Contract and Shared Meaning Analysis supra note 20, at 1139. 

 91. Id. at 1194-95. 

 92. Facebook Terms and Policies, FACEBOOK, http://www.facebook.com/policies [https://perma
.cc/GCM6-C2Z5] (last visited Aug. 20, 2020). 

 93. Terms of Service, supra note 4. 
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People will only build community on Facebook if they feel safe. We employ 

dedicated teams around the world and develop advanced technical systems to detect 

misuse of our Products, harmful conduct towards others, and situations where we may 

be able to help support or protect our community. If we learn of content or conduct 

like this, we will take appropriate action - for example, offering help, removing 

content, removing or restricting access to certain features, disabling an account, or 

contacting law enforcement.94 

Alongside these terms are a few other broadly written paragraphs describing 
Facebook’s vision, function, and operations, as well as references to the 
Community Standards and the Data Policy, and some basic rules around using 
Facebook (such as the requirement that you must be thirteen years old or older and 
must not be a registered sex offender).95 All of this is written in plain language, 
and was obviously drafted specifically for Facebook. 

However, following these plain-language terms are a number of dense, 
legalese paragraphs, which include a requirement that any claims arising from 
users must be resolved in the U.S. District Court for the Northern District of 
California or a state court located in San Mateo County, and a strongly worded 
limitation on liability: 

Our Products, however, are provided “as is,” and we make no guarantees that they 

always will be safe, secure, or error-free, or that they will function without 

disruptions, delays, or imperfections. To the extent permitted by law, we also 

DISCLAIM ALL WARRANTIES, WHETHER EXPRESS OR IMPLIED, 

INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY, 

FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND NON-

INFRINGEMENT. We do not control or direct what people and others do or say, and 

we are not responsible for their actions or conduct (whether online or offline) or any 

content they share (including offensive, inappropriate, obscene, unlawful, and other 

objectionable content). 

We cannot predict when issues might arise with our Products. Accordingly, our 

liability shall be limited to the fullest extent permitted by applicable law, and under 

no circumstance will we be liable to you for any lost profits, revenues, information, 

or data, or consequential, special, indirect, exemplary, punitive, or incidental damages 

arising out of or related to these Terms or the Facebook Products, even if we have 

been advised of the possibility of such damages.96 

Although certain aspects of the company’s moderation policy are referenced 
in the Terms of Service, the main substance of Facebook’s approach to prohibited 
content is found within a separate “Community Standards” document, which is 
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directly referenced a number of times in its Terms of Service.97 The Community 
Standards enumerate a number of prohibited categories of content, including 
threats, the promotion or publicization of crime, child abuse imagery, harassment, 
and bullying.98 In many cases, the ambit of prohibited content is described in 
heavily nuanced terms, consistent with the challenge that Facebook faces in 
drawing the line around what should or should not be permitted. For example, 
under the subheading “Bullying and Harassment,” Facebook notes that: 

Context and intent matter, and we allow people to share and re-share posts if it is clear 

that something was shared in order to condemn or draw attention to bullying and 

harassment. In certain instances, we require self-reporting because it helps us 

understand that the person targeted feels bullied or harassed.99 

Facebook’s Data Policy is also written on its own dedicated page.100 While 
the language is less user-friendly than the company’s Community Standards, and 
at times is quite opaque, it is nonetheless much more accessible than the Terms of 
Service, and aims to provide a non-technical explanation of what is necessarily a 
complex and commercially sensitive area of operations. It is generally drafted in 
plain language, with minimal use of jargon, and plenty of examples and sub-pages 
devoted to explaining particularly thorny concepts (such as, for example, a page 
discussing how ad personalization works).101 It is also worth noting that the 
discussion is heavily functional, insofar as it caters its explanation toward how its 
data policies tie into the user experience. 

b. Twitter

Like Facebook, Twitter’s user agreement consists of a formal Terms of 
Service,102 which is posted alongside a separate Privacy Policy,103 and a content 
moderation policy (the “Twitter Rules”).104 The Twitter Rules include firm 
prohibitions on various types of prohibited content, such as threats,105 the 
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lying [https://perma.cc/XCK8-2Z5S] (last visited Aug. 20, 2020). 

100. Data Policy, FACEBOOK, https://www.facebook.com/about/privacy [https://perma.cc/8G47-
FJQA] (last visited Aug. 20, 2020). 

101. Your Ad Preferences, FACEBOOK, https://www.facebook.com/ads/preferences (last visited 
Aug. 20, 2020). 

102. Twitter Terms of Service, supra note 11.

103. Twitter Privacy Policy, TWITTER, https://twitter.com/en/privacy [https://perma.cc/5nS2-
4TZB] (last visited Aug. 20, 2020). 

104. The Twitter Rules, TWITTER, https://help.twitter.com/en/rules-and-policies/twitter-rules
[https://perma.cc/3SEX-B24Y] (last visited Aug. 20, 2020). 
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distribution of malware,106 and the sending of unwanted sexual content,107 as well 
as more nuanced prohibitions on abusive behavior which “harasses or intimidates, 
or is otherwise intended to shame or degrade others.”108 Like Facebook, many of 
these categories of prohibited content are painted in nuanced terms, including a 
relatively sophisticated assessment of whether the greater public interest would be 
served by deleting particular content or by leaving the content posted.109 The 
Twitter Rules also include a detailed, and heavily functional description of how 
users’ choices and settings impact their experience with the product, and how users 
should navigate the service to communicate effectively.110 All of this is written in 
a relatively accessible and user-friendly way. It is also notable that Twitter’s 
content moderation processes are described in very proscriptive terms: 

We will immediately and permanently suspend any account that we identify as 

the original poster of intimate media that was created or shared without consent. 

We will do the same with any account that posts only this type of content, e.g., 

accounts dedicated to sharing upskirt images.111 

In broad terms, Twitter’s Privacy Policy is also relatively easy to read and 
understand, although there are certain technical discussions around the company’s 
data transfer rules and how they engage differing legal standards in force in the 
United States and in Europe to formulate these rules.112 However, like Facebook’s 
Data Policy, it appears to reflect an effort to communicate the reality of its use of 
users’ data as clearly and non-technically as possible (such as, for example, 
defining what a “cookie” is and how it is used), as well as to relate back its policies 
to user decisions and settings wherever possible. There is also a top-line summary, 
as well as a number of sub-links covering, for example, Twitter’s procedure for 
responding to law enforcement requests for information.113 

Twitter’s Terms of Service, by contrast, is drafted in dense legalese, which 
bears more of a structural and substantive similarity to Facebook’s Terms of 

 

 106. Platform Manipulation and Spam Policy, TWITTER, https://help.twitter.com/en/rules-and-
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Service than with the Twitter Rules or Twitter’s Privacy Policy (though both are 
explicitly referenced throughout the document).114 It includes a strong disclaimer 
of liability, noting that: 

You understand that by using the Services, you may be exposed to Content that might 

be offensive, harmful, inaccurate or otherwise inappropriate, or in some cases, 

postings that have been mislabeled or are otherwise deceptive. All Content is the sole 

responsibility of the person who originated such Content. We may not monitor or 

control the Content posted via the Services and, we cannot take responsibility for such 

Content.115 

The Terms of Service also includes a disclaimer, written in all caps, limiting 
liabilities to USD$100 and also “to the maximum extent permissible in your 
country of residence.”116 There is also a forum selection clause, mandating that 
disputes be brought solely in the federal or state courts located in San Francisco 
County, California.117 Twitter also revised its Terms of Service over the course of 
research for this paper, as well as aspects of their content moderation policy, but 
none of these components changed. 

c. YouTube 

YouTube’s user agreement also includes a formal Terms of Service policy, 
which exists alongside its Community Guidelines and Privacy Policy. YouTube’s 
website also has as a number of specialized policies related to underaged users and 
its paid services. This is consistent with the slightly different commercial model 
which the company employs, whereby content creators can obtain compensation 
in connection with hosted advertising.118 As with Twitter and Facebook, a division 
can be noted between the boilerplate legalese of the Terms of Service, and the far 
more user-friendly language contained in the community standards.119 YouTube is 
particularly notable for its efforts to present its content standards in a way that all 
of its users can understand, featuring not only a set of well-organized sub-links, 
but also graphics and even puppet-themed videos explaining aspects of the policy 
and applicable areas of the law.120 YouTube’s enforcement structure also involves 
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a complex system of reporting, counter-reporting, and escalating responses which 
can culminate in the permanent removal of an account.121 

The Privacy Policy linked to YouTube’s Terms of Service is actually 
Google’s general Privacy Policy.122 However, like the Community Guidelines, it 
is written in plain language, including animated videos explaining how and why 
Google collects data, and how it uses that data. As is the case with Facebook and 
Twitter, there are aspects of the policy which are somewhat vague, or otherwise 
difficult to understand, but the general language and design is relatively simple and 
generally accessible to the public. 

By contrast, YouTube’s “Terms of Service” are boilerplate, and mostly in 
line with the language and provisions found on the other platforms, including an 
acknowledgement that users “may be exposed to Content that is inaccurate, 
offensive, indecent, or objectionable” and requiring them to waive their rights with 
respect to the content to the extent permitted by law.123 The Terms of Service also 
contain a warranty disclaimer and limitation of liability, written in all caps, which 
is again nearly identical to those found on other platforms.124 There is also a forum 
selection clause, mandating that disputes must be brought in Santa Clara County, 
California.125 

IV. ANALYSIS 

a. Terms of Service as Pseudo-Contract 

In considering the user agreements of the three major platforms in the context 
of theories of contract and pseudo-contract, a relatively clear division emerges. 
The core transaction that occurs in registering to access an online platform is one 
of personal information in exchange for the use of the expressive medium. The 
former is governed by the privacy policy or data policy, which spells out what 
information will be collected and how it will be used. The latter is governed by the 
content moderation policy, which provides a roadmap of the expressive 
environment that the user will be able to access, as well as general rules for 
engagement with the rest of the online community. So what, then, is the role of the 
Terms of Service? 

The only role of this additional material, as Kessler cautioned back in 1943, 
is to replace the legal and regulatory framework, which was designed to cover 
commercial transactions, such as the right for consumers to seek remedy in a 
convenient forum, or the general standard of care which applies to any 
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manufacturer of a product, with a model designed to strip users of their rights and 
opportunities for remedy.126 In contrast to the content moderation guidelines and 
privacy or data policies, which in all three cases are unique documents designed to 
reflect the specific characteristics of each platform, the Terms of Service are 
quintessentially boilerplate; “not meant to be read, still less to be understood.”127 

This differing approach to drafting is not surprising. The content moderation 
guidelines are, in all three cases, designed to be as accessible as possible. The 
platforms have an interest in this since a general user understanding of these rules 
will minimize the amount of content management they will have to perform, and 
instead push the general expressive environment away from problematic areas. It 
is also a reasonable response to regulatory pressure to provide their users, and the 
public at large, with a clearer picture of why and how they make decisions around 
what content to take down, what content to de-emphasize, and what content to 
leave alone. 

Moreover, while there are certainly similarities between the various content 
policies, there are also important differences which reflect the precise expressive 
environment which each platform seeks to craft. For example, while Twitter 
generally permits consensually produced pornographic media (so long as it is 
marked “sensitive”),128 Facebook prohibits nudity or sexual imagery, subject to a 
number of nuanced exceptions around things like medical imagery, breastfeeding, 
and nudity used as a form of protest.129 YouTube draws a line between content 
intended to be “sexually gratifying” and nudity which is not gratuitous, and where 
“the primary purpose is educational, documentary, scientific, or artistic….”130 

The contours of these policies are the essence of the platform, as most users 
experience it. They largely define what users sign up for and receive, with a 
concomitant impact on consumer decisions. A person who has a strong distaste for 
sexual imagery, for example, might be more likely to create or maintain an account 
on Facebook than on Twitter. All three platforms try to be clear about their stance 
with respect to this type of content in order to facilitate informed consumer choice. 
The contrast between YouTube’s helpful puppets and the dense legalese of its 
Terms of Service could not be more obvious. 

This brings us back to the original debate around pseudo-contract, or “ride-
along” text, and its applicability and legal force. These case studies provide a neat 
response to the objection that the boilerplate cannot be conceptually divorced from 
the core terms of the transactions, since the platforms have now taken the initiative 
and carried out this physical separation themselves. The superfluous terms have 
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been excised out into their own, consolidated document (the Terms of Service), 
distinct in style and even in structure from the portions of the agreement which 
govern their interactions with users. While it is not always a completely clean 
break, and there are a few examples of relevant clauses contained in the platforms’ 
Terms of Service documents (for example, Facebook’s prohibition on users who 
are under thirteen years old), the distinction between what is or is not “ride-along 
text” is relatively clear and easy to make with regard to these agreements. 

b. Whither Section 230 

As noted in the introduction, debates around platforms’ content moderation 
systems, and the companies’ lack of accountability for problematic content 
proliferating across their services, have become something of a political lightning 
rod in recent years.131 Much of this attention132 has focused on the chief legal shield 
which platforms rely on to escape liability for the content that they host, section 
230 of the Communications Decency Act.133 

Section 230 of Communications Decency Act, which provides online 
platforms with a general immunity from both civil and criminal claims related to 
their moderating function, has variously been called “the legal foundation for the 
modern Internet”,134 “[a] [c]ornerstone of Internet [f]reedom and [i]nnovation,”135 
and “[t]he [m]ost [i]mportant [l]aw in [t]ech.”136 The Communications Decency 
Act was passed in the aftermath of an early court decision which held that an online 
service provider’s exposure to liability for the defamatory posts of its users was 
magnified as a result its own efforts to remove problematic content.137 Aware of 
the potential distorted incentive that this might create against good-faith 
moderation efforts, Congress subsequently included a protection against 

 

 131. See, e.g., Kevin Roose & Cecilia Kang, Mark Zuckerberg Testifies on Facebook Before 
Skeptical Lawmakers, N.Y. TIMES (Apr. 10, 2018), https://www.nytimes.com/2018/04/10/us/politics
/zuckerberg-facebook-senate-hearing.html [https://perma.cc/A7WM-4BRL]. 

 132. See, e.g., Daisuke Wakabayashi, Legal Shield for Social Media is Targeted by Trump, N.Y. 
TIMES (May 28, 2020), https://www.nytimes.com/2020/05/28/business/section-230-internet-
speech.html [https://perma.cc/4DYQ-M5UZ]; Marguerite Reardon, Democrats and Republicans 
Agree That Section 230 is Flawed, CNET (June 21, 2020, 5:00 AM), https://www.cnet.com/news
/democrats-and-republicans-agree-that-section-230-is-flawed/ [https://perma.cc/59X7-LTWR]. 

 133. 47 U.S.C. § 230 (1996). 

 134. Eric Goldman, Want to Kill Facebook and Google? Preserving Section 230 Is Your Best 
Hope, BALKINIZATION (June 3, 2019, 9:30 AM), https://balkin.blogspot.com/2019/06/want-to-kill-
facebook-and-google.html [https://perma.cc/9WPT-PUVW]. 

 135. Eleni Kyriakides, Sixth Circuit Reinforces Intent of Section 230, Reverses Ben-Gal 
Cheerleader Case, CENTER FOR DEMOCRACY & TECHNOLOGY (June 24, 2014), https://cdt.org/i
nsights/sixth-circuit-reinforces-intent-of-section-230-reverses-ben-gal-cheerleader-case/ 
[https://perma.cc/D3JT-CYAK]. 

 136. Christopher Zara, The Most Important Law in Tech Has a Problem, WIRED (Jan. 3, 2017), 
https://www.wired.com/2017/01/the-most-important-law-in-tech-has-a-problem/ 
[https://perma.cc/BZS6-RXPX]. 

 137. Stratton Oakmont, Inc. v. Prodigy Serv. Co., No. 31063/94, 1995 WL 323710 (N.Y. Sup. 
Ct. May 24, 1995). 



Spring 2021] FINDING MEANING IN TERMS OF SERVICE AGREEMENTS 23 

 
intermediary liability within a legislative package aimed at combating 
pornographic material online.138 However, although a court challenge invalidated 
the anti-indecency provisions in the law, the immunity provision remained in 
place.139 Indeed, over the intervening decades the ambit of protection under section 
230 has grown considerably.140 This has included not just immunizing against 
direct liability for, say, defamatory material, but also provides a shield against 
users seeking judicial relief against content moderation decisions which negatively 
impact them.141 

Despite strong support for section 230 among academics and civil society,142 
recent high-profile failures of platforms’ own content moderation structures have 
led to calls to revisit the ambit of protection offered under this provision. The most 
significant move in this direction was the passage of the Allow States and Victims 
to Fight Online Sex Trafficking Act of 2017 (FOSTA), which essentially excises 
civil and criminal liability via the federal sex trafficking law 18 U.S.C. § 1595 
from the ambit of section 230 immunity.143 

Although academic responses to FOSTA have been chilly,144 there are no 
signs that the winds have shifted regarding a desire among senior politicians to 
narrow the scope of protections which platforms enjoy. In July 2019, Senator Josh 
Hawley introduced the Ending Support for Internet Censorship Act, which would 
essentially tie section 230 immunity to intermediaries demonstrating that they were 
moderating content in a way which was “[politically unbiased].”145 While Senator 
Hawley’s bill failed to gain much political traction,146 a number of other prominent 
Democrats and Republicans have independently called for changes to the 
protections in section 230, or for the provision to be scrapped altogether.147 In an 
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interview in January 2020, Joe Biden opined that “[s]ection 230 should be revoked, 
immediately should be revoked, number one.”148 The importance of section 230 to 
the economic model underlying much of the Internet means that any reforms to 
this area of law should be very carefully calibrated.149 While it is beyond the scope 
of this paper to present a new model for intermediary liability, it looks increasingly 
inevitable that section 230 will be reformed. If the statutory intermediary liability 
protections are weakened in some manner, as seems likely, the change could mean 
that boilerplate protections included in terms of service agreements become vastly 
more important to defining the contours of platforms’ legal accountability for their 
moderation decisions. The proper scope of accountability, both to users and to the 
public at large, for content moderation decisions is among the most important legal 
questions that policy-makers are grappling with, both in the United States and 
around the world.150 Reform efforts targeting the rules around intermediary 
liability need to navigate a tricky balance, to provide the right incentive structure 
for platforms to invest in effective and fair moderation systems, without defaulting 
to either a hands-off approach to global speech challenges, or to an overly-
aggressive posture which harms the online discourse.151 Amid this delicate 
calculation, it is difficult to see the public policy benefit to allowing an antiquated 
model of user consent to play a central role in what will certainly be a carefully 
calibrated legal structure. 

CONCLUSION 

It has always been something of a romantic fiction to suggest that users who 
disliked the problematic terms presented to them in lengthy contracts of adhesion 
could simply “opt out.”152 In a dynamic marketplace, where users could choose 
between different tiers of service providing different tiers of consumer protection, 
that may be a theoretical option. But no such market exists, and, as the cases here 
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illustrate, these terms tend to be structured uniformly across particular 
industries.153 

This is not to suggest that contracts of adhesion are inherently problematic. 
As many have noted, standard form contracting is an essential efficiency in an age 
of mass scalability.154 However, the core challenge is that companies, including 
platforms, have exploited a lack of consumer literacy, and the inevitable fatigue 
that results from being constantly bombarded with lengthy and impenetrable 
agreements, to sneak in provisions which most consumers would have no reason 
to connect to the essential terms of their transaction, and which subvert basic 
consumer protection principles. 

The fact that these additional terms were mere “ride-along text” has now been 
tacitly admitted by the platforms themselves, who essentially ignored this material 
when, in response to commercial and political challenges related to how insulated 
and impenetrable the terms of their transaction was, they simplified the operative 
aspects, those related to the service delivered, and the information received in 
exchange, but left the rest untouched. This shift, by the platforms themselves, 
should lead to a natural skepticism when the companies push for the enforceability 
of terms, like the limitation of liability and the forum selection clause, which 
clearly they never expected consumers to read or understand. As policy-makers 
grapple with how best to foster a robust environment of transparency and 
accountability in the content moderation space, it should be clear that the current 
paradigm, whereby platforms make ostentatious guarantees about the type of 
speech they will or will not permit, only to quietly disclaim any responsibility for 
actually delivering on these promises, is antithetical to these goals. 
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